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Name JSC SYNESIS (Russian: ООО  "Синезис") 

Identifying information 
 

Address: 220005, Minsk, Platonova 20B Belarus; Mantulinskaya 24, 
Moscow 123100, Russia. 
Registration number (УНН/ИНН): 190950894 (Belarus); 7704734000/  
770301001 (Russia). 
Website: https://synesis.partners; https://synesis-group.com/  
Tel.: +375 (17) 240-36-50 
E-mail address:   

Legal basis To be designated under Article 4(1)(a) of Council Decision (CFSP) 
2012/642/CFSP  

Evidence summary Synesis provides the Belarusian authorities with “Kipod” video 
surveillance platform within the framework of the Republican System 
for Monitoring Public Safety. Kipod uses advanced technology to search 
through and analyze large amounts of video footage (evidence 
1,2,3,4,5,6 ). It employs facial recognition software (evidence 2). The 
system is used by Belarussian internal security authorities (including 
KGB, police), Ministry of Internal Affairs, border service and 
Presidential Security Service  (evidence 3,4,5). Some Telegram channels 
alleged that Kipod had been used by the security forces of Belarus to 
identify the protesters (evidence 1). The Freedom House’s “Freedom of 
the Net 2020” characterizes Belarus as country which employs 
systematic, sophisticated surveillance techniques to monitor its citizens 
and control critical expression online (evidence 6). The report takes 
note of Synesis being a leading producer of intelligent video 
surveillance systems and analytics. Synesis’s video surveillance 
platform Kiprod links tens of thousands of CCTV cameras in Belarus and 
other CIS countries (evidence 6). In Belarus, there is no independent or 
judicial oversight and only nominal government oversight over 
electronic surveillance. The resulting lack of transparency makes it 
difficult to assess the state’s full surveillance capabilities and 
activities(evidence 6). Synesis CEO Alexander Shatrov publically 
criticized those protesting against Lukashenko regime and relativized 
the lack of democracy in Belarus (evidence 1,2 ). Under company’s 
internal policy it is forbidden for its employees to communicate in 
Belarussian (evidence 1,2).  

 

Evidence 1 

https://news.tut.by/economics/706703.html 

Article from news.tut.by of 5 November 2020 on Synesis company, reporting that it won four contracts 

from Belarusian government. The most important was to provide video surveillance system under the 

Republican System for Monitoring Public Safety. Synesis provided the Belarussian government with 

Kipod platform developed by its subsidiary “24 × 7 Panoptes”. Kipod uses advanced software to search 

through and analyze large amounts of video footage. Some Telegram channels alleged that Kipod was 

used by security forces of Belarus to identify the protesters. Under company’s internal policy it is 

forbidden for its employees to communicate in Belarussian.  Its CEO, Alexander Shatrov, publically 

criticized those protesting against Lukashenko regime.  

https://synesis.partners/
https://synesis-group.com/
https://news.tut.by/economics/706703.html
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Machine translation: 

MONEY AND POWER 

How IT specialists from Moscow successfully master government orders in Belarus  

November 5, 2020 at 02:36 PM 

Alexander Zayats / Igor Alekseev, TUT.BY 
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The Synesis IT company, founded by the citizens of Russia, has successfully shown itself in a public-

private partnership in Belarus. For 2 years, the company has implemented at least 4 significant projects, 

the customers of which were Belarusian government agencies. 

What kind of "Synesis"? 

The origins of the creation of the company go back to the end of 2003. Then a young Moscow 

entrepreneur Alexander Shatrov , whose mother "was a classic Soviet engineer, and his father worked 

for the KGB," arrived in Minsk "to interview candidates for a new development center." Over time, he 

and a partner transferred all projects to the Belarusian capital. “When there were more own projects 

than others, and Synesis appeared,” Shatrov said in an interview with Probusiness . 

The company started in 2007 as a custom software developer and since 2014 has focused on its own 

products. Today Synesis is one of the leaders in the field of artificial intelligence. The group of companies 

includes 4 residents of the High-Tech Park in Minsk, two residents of the Moscow innovation park 

Skolkovo, an operator company in Kazakhstan and a firm in the United States. Synesis brings together 

over 1,200 engineers, according to the company's website . 

In 2019, two statements by Alexander Shatrov caused a great resonance in the media . 1. In working 

chats of the company, you cannot use the Belarusian language, since most of the employees do not 

know it. 2. Participants of unauthorized actions, violating the law, put forced policemen in a stupid 

position. If the security forces violate the law, they will be fired anyway, and many of them have families 

to feed. 

By that time, Synesis was already well known thanks to its victories in several major tenders. 

Video analytics system 

In March 2017, Minister of Internal Affairs Igor Shunevich first announced the creation of a republican 

system for monitoring public safety. It should unite on one platform video surveillance cameras, smoke, 

flame, explosive, narcotic and radioactive substances detectors, thermal imagers and other special 

detectors, communication channels, a data processing center, and other systems and information 

resources. It was also said that the new system would cost $ 100 million. 

As it turned out, the system was developed by the 24 × 7 Panoptes company, a subsidiary of Synesis. 

The work was based on its Kipod platform, which "instantly searches large amounts of video data, 

instantly notifies of violations using advanced machine learning algorithms." The cloud platform is used 

for the "smart city" also in Moscow, Baku and Astana. 

In 2018, Shatrov had to obtain Belarusian citizenship in order to reduce the risks of participating in the 

tender of the Ministry of Internal Affairs: “We considered that this could be one of the risks when our 

potential competitors could use the fact of my Russian citizenship to say:“ How is it, the company , 

which will be the operator of the republican monitoring system in the Republic of Belarus, is owned, at 

least in part, by non-citizens of Belarus? ”. 

In 2019, IT specialists launched a system for photographing violations of stopping and parking rules in 

Minsk. 

Recently, Telegram channels accused Synesis of helping security forces "identify protesters" using the 

Kipod platform. The company, in response to this, issued a statement , where it emphasized that online 

cameras at the Minsk railway station and in the subway are connected to the platform, and the video 

analytics system is designed “exclusively to search for pre-specified persons in the video stream from 
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connected online cameras”. It cannot be used to analyze photos and videos from any other sources not 

connected to the platform, including mobile phones, camcorders, social networks. 

Transit control 

In 2018, the President by his order gave the go-ahead for the creation of a system for monitoring the 

transit of goods. Its key tasks were to prevent the movement of contraband, illegal manipulation of 

goods, ensure their safety and security, as well as increase the speed of delivery of goods, noted in the 

State Customs Committee. 

Belneftegaz, which belongs to Inna and Alexey Oleksin, was approved as the national operator of the 

monitoring system . For a new direction of work, a trade mark was registered - BNGarant. 

The company "Synesis Stigma" was created especially for the development of the system. Initially, 

Sinezis LLC was listed among the participants of the legal entity, but in April 2020 there were changes. 

Now almost 75% of the company belongs to Belneftegaz, it follows from the information of the MTBank 

holding, which is also controlled by the Oleksins. The blocking share in Synesis Stigma belongs to the 

founders of Synesis, Alexander and Pyotr Shatrov, Nikolai Ptitsyn . 

According to dev.by , when creating a platform for monitoring the status and location of transit cargo, 

misunderstandings arose between the customer and the developer, it was not possible to quickly make 

a Belarusian seal, the launch time was delayed. Belneftegaz denied rumors of misunderstanding and 

positively assessed cooperation with Synesis. 

IT platform for European Games 

In May 2018, the Synesis Sport company signed a contract for the development of the software and 

hardware block of the II European Games - 2019 in Minsk. That is, IT specialists have automated the 

management of these competitions. An official website and modules for accreditation, accommodation 

and movement of participants in the Games were created. Beltelecom and private operators-providers 

have modernized their networks to ensure high-quality communication and uninterrupted Internet 

access in arenas and other facilities (hotels, hostels, train stations, shopping centers). More than 77 

million rubles were spent on the creation of the information technology infrastructure of the European 

Games. 

[Alexander Shatrov was the torchbearer on the eve of the opening of the European Games. Photo: 

park.by] 

“Synesis won the tender because it offered the best conditions for creating a platform,” the former 

manager of the European Games Directorate told TUT.BY. - You should not associate [their 

participation] with Oleksin or some other businessman close to the authorities. The oligarchs practically 

did not allocate money for the European Games. For three-quarters, the issue of funding was closed by 

government agencies. 

After the completion of the project "Synesis Sport" was renamed to "Synesis Atlas". 

Online lottery support 

In 2020, the Synesis group continued cooperation with government agencies. The company "Synesis 

Lotto" was created, which "provides support for the development of a software package for the instant 

online lottery Belbet". “The use of a technical solution on cross-platform allows us to make participation 

in lotteries more accessible, fast and convenient,” the company believes. The new electronic game is 

being played by the Belarusian Lotteries enterprise of the Presidential Administration. 
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Evidence 2 

https://naviny.belsat.eu/ru/news/razrabotchik-sistemy-videonablyudeniya-kotoraya-ubet-

privatnost-v-belarusi-demokratiya/ 

Article from the Belsat of 5 May 2020. Mr. Alexander Shatrov, Synesis’ owner, relativized the lack of 

democracy in Belarus. He said that it is forbidden to speak Belarussian in his company. Synesis is 

referred to as company developing Kipod video surveillance platform. 

 

 

https://naviny.belsat.eu/ru/news/razrabotchik-sistemy-videonablyudeniya-kotoraya-ubet-privatnost-v-belarusi-demokratiya/
https://naviny.belsat.eu/ru/news/razrabotchik-sistemy-videonablyudeniya-kotoraya-ubet-privatnost-v-belarusi-demokratiya/
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Machine translation: 

The developer of a video surveillance system that will kill "privacy": Democracy in Belarus 

2019.05.05 12:52 

On May 4, an interview with Russian businessman Alexander Shatrov appeared on the devby video 

YouTube channel. In it, the co-founder of the Synesis company said that he did not know where the talk 

about the lack of democracy in Belarus came from. 

“There was a cry that there is no democracy here, here is Europe, America! The grass there is greener 

and better. But if someone wants to defend a civil position, you need to do it within the framework of 

the law. I am not saying that you should not break the law - your right. 

You know, you can work as a janitor and get little, or you can sell drugs and earn a lot. But you 

understand that if you are detained, you will receive a gigantic sentence. It will be strange if you then 

shout that if drugs are legalized in America, why is there such an attitude towards you here? You 

yourself are aware of the consequences, and if they come, then accept it. 

They went to a demonstration, which they were not authorized, what did they expect? ”Shatrov said, 

commenting at the request of the journalist on his own post about Freedom Day in 2017. 

Shatrov also admitted that it is forbidden to use the Belarusian language in his company. 

“In our company, you cannot use languages that the majority does not understand. We cannot speak 

Belarusian, Italian or Spanish, ”the businessman said. 

The video interview was removed and uploaded to YouTube a second time. According to devby video 

due to a mistake in the splash screen (date of foundation of Synesis). Users left a lot of negative ratings 

and comments under the first version of the video. 

" Synesis " - resident company "Skolkovo" (Russia) and the High-Tech Park (Belarus). Now he is 

developing the Kipod video surveillance system and the platform for the European Games . 
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The Patsa-Vatsa Telegram channel, in a very simplified and concise form, told about the most 

interesting moments of this conversation. 

Paza-Vaca 

 

From comments: 

Vasya Minski: I will reset the remote video content. 

Short content for not having 55 minutes: 

- I am an amateur pianist; 

- I came to Belarus by chance: when Western companies with good ZP and social packages came to 

Moscow and all our people left, and then a friend suggested that in Belarus "people are cheaper" and 

it is possible to build a gallery at low cost; 

- Nobody knows until now why Viber has become popular; 

- In a Belarusian company where I am a founder, it is forbidden to use the Belarusian language because 

someone may not understand, which is bad; 

- Our corporate culture is good paddling, bad paddling - we can fire easily, I can do it without any effort; 

- Overtime is a rower's problem, and only him, no one will pay for overtime if something happens; 

- Gambling is not only socially acceptable, but also generally useful for a person as a species; 

- Tracking with a network of face recognition cameras is one of the advantages, no one's privacy suffers. 

Do you have something to hide? 

- I received Belarusian citizenship only so that no one would say that I was from Russia when I took part 

in tenders; 

- In the country (Belarus) democracy and it is not clear from where the crying that it does not exist, 

everything here is according to the laws; 

- I like to have a rest in the French Alps. 

https://youtu.be/rR6sgnGv7Ro. 

Alexander Shatrov: about Synesis, Viber, Gem4ME, gambling and democracy. Revue 002 

We continue to talk to businessmen, developers, scientists, notable persons of the Belarusian IT. 

The second character Revue, video interviews with persons of the Belarusian IT, Alexander Shatrov, co-

founder of Synesis. The company developed Viber, products for Playtika..... 

t.me/pacaby/1456 
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Evidence 3 

https://euroradio.fm/ru/v-belarusi-poyavilsya-bolshoy-brat-2-i-tozhe-iz-rossii 

The article for the Euroradio FM of 14 January 2020 in which Synesis is referred to as provider (via its 

24x7 Panoptes subsidiary) of the Kipod face recognition system to the Belarussian police.  

 

 

 

Machine translation: 

“Big Brother 2” appeared in Belarus, and he is also from Russia 

MIKHAS ILYIN 

https://euroradio.fm/ru/v-belarusi-poyavilsya-bolshoy-brat-2-i-tozhe-iz-rossii
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14/01/2020 - 16:57 

SOCIETY 

The Minsk Regional Directorate of the Security Department began using the face and license plate 

recognition system developed by the Russian company Macroscop. So far, it is being tested at only 

one site. 

The Belarusian police are already using a similar system - Kipod. It was developed by the Russian 

company Synesis, and at the moment about 100 cameras are connected to it at Minsk railway 

stations and in the metro. Why did Belarus need a second "Big Brother" who also has Russian roots? 

And who will pay for this CCTV banquet? 

Macroscop's public relations specialist Alyaksandr Erenko confirms to ERB: the company works with 

the Belarusian police. 

“Indeed, a pilot project is currently underway, the results of which will scale the experience to other 

departments. It was launched in the Minsk regional administration [Ministry of Internal Affairs. - 

Euroradio]. Whether it will be launched in the future in other areas or not, it is up to the leadership 

of the Ministry of Internal Affairs of the Republic of Belarus to decide ”. 

If the project is still given the “green light”, what will be the tariffs for the organizations whose safety 

will be monitored by the system? According to Erenko, this will be determined by the Belarusian 

partners.    

“We provide a service. The license is purchased on a lifetime purchase basis. There are no 

subscription fees or subscriptions, which is why many government agencies choose Macroscop. The 

software is installed and used at the discretion of the user. We will no longer have access to data or 

internal changes. Updates will also be free. ”  

Since 2019, the Belarusian police have already been using a similar face recognition system - the 

Kipod cloud platform from the Russian IT giant Synesis. The technical operator is Synesis's daughter, 

24x7 Panoptes. But, according to the head of the law enforcement department of the Ministry of 

Internal Affairs, Alexander Zhilinsky , the owners of the objects are in no hurry to connect to the 

system precisely because of the high tariffs for the operator's services. Processing and storing 

information from one camera costs the owner of the premises the equivalent of $ 50 per month.  

Is Macroscop aware that Belarusian law enforcement agencies are already using a similar 

development, but from another Russian company?   

“I heard that somewhere it is used, but whether it will be used in the future, I do not know, ” says 

Alexander Erenko about the system of competitors. 

Interestingly, from the news about the launch of the system in Belarus, posted on the company's 

website, a few hours later the comment of Vadim Voznesensky, head of the security equipment and 

systems department of the Minsk regional department of the Security Department, disappeared . He 

said that following the results of the pilot project, the Minsk police plans to transfer his experience to 

24 departments - in the Minsk, Vitebsk and Grodno regions. 

The Belarusian company On / off store is listed as the system integrator of Macroscop software in 

Belarus. However, when Euroradio asked to comment on the news, the company refused. 
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Evidence 4 

https://panoptes.by/rsmob.html 

The official website of Synesis’ subsidiary 24/7 Panoptes, which developed Kipod surveillance system 

for the Republican System for Monitoring Public Safety. Kipod is used by internal security authorities, 

border service, State Control Committee, Presidential Security Service and the Operations and Analysis 

Center under the President of the Republic of Belarus. Both Belarussian KGB and Ministry of Internal 

Affairs are listed as system’s users on the organizational chart published on the website. The republican 

system for monitoring public safety was created in order to increase the level of public safety by using 

modern information and communication technologies in accordance with the Decree of the President 

of the Republic of Belarus dated May 25, 2017 No. 187. The system’s goals include ensuring public 

order, preventing crime and emergency situations and providing prompt information on recorded 

events.  

 

 

 

https://panoptes.by/rsmob.html
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Machine translation: 

About the monitoring system 

The republican system for monitoring public safety was created in order to increase the level of public 

safety by using modern information and communication technologies in accordance with the Decree 

of the President of the Republic of Belarus dated May 25, 2017 No. 187 . 

Monitoring system tasks 

Monitoring the state of public safety in order to: 

ensuring public order; 

prevention, detection (disclosure) and suppression of crimes and other offenses; 

prevention and elimination of emergency situations. 

Prompt information about recorded events. 

Scheme of the republican monitoring system 

scheme rsmob 

The subscribers of the monitoring system are state bodies, other organizations and individual 

entrepreneurs who own, operate or manage the objects that must be equipped with video 

surveillance systems, as well as objects equipped with local video surveillance systems and special 

detectors. 

The users of the monitoring system are the bodies of internal affairs, state security, border services, 

bodies and divisions for emergency situations, customs authorities, financial investigation bodies of 

the State Control Committee, the Security Service of the President of the Republic of Belarus and the 

Operational Analytical Center under the President of the Republic of Belarus. 
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The procedure for connecting to the monitoring system 

Steps: 

Download and fill out an application for obtaining technical specifications (TU) for connection to the 

monitoring system or an application for obtaining a TU for connection to the monitoring system for 

budgetary organizations whose activities are provided by the Centers ( example of filling out an 

application ). 

Conclude an agreement on the provision of services by a technical operator by signing an agreement 

on accession to the agreement or an agreement on accession to the agreement for budgetary 

organizations whose activities are provided by the Centers . The procedure for the provision of 

services by a technical operator can be found here , here and here . 

Pay for the services of a technical operator for issuing technical specifications on the basis of the 

received certificate of services rendered. 

Bring the video surveillance system in line with the technical specifications. 

Contact the technical operator and provide information on the readiness of the video surveillance 

system to connect to the monitoring system. 

Obtain permission from the technical operator to connect. 

After receiving permission to connect, pay for the services of a technical operator to connect to the 

monitoring system on the basis of the received invoice. 

After organizing a communication channel from the subscriber's facility to the monitoring system, 

together with the technical operator, conduct acceptance tests of the video surveillance system. 

After successfully passing the acceptance tests, sign the act of connection to the monitoring system. 

Services provided by a technical operator 

Issuance of technical specifications for connection to the monitoring system. 

Connection to the monitoring system. 

Processing and storage of information from the video surveillance system connected to the 

monitoring system. 

Setting up video surveillance system tools, special detectors, workstations and (or) elements of a data 

transmission network for their connection to the monitoring system. 

Storage of information received from the means of the video surveillance system connected to the 

monitoring system beyond the period prescribed by law. 

The tariffs for the services provided by the technical operator of the monitoring system can be found 

here and here . 

 

 

 +375 (17) 227-14-10 
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 A1: +375 29 686 29 86 

 

 MTS: +375 33 605 52 52 

 

 rsmob@panoptes.by 

 

Our details 

LLC "24x7 Panoptes", Belarus, 220005, Minsk, st. Platonova, 20B-2 UNP 192603494 IBAN 

BY43PJCB30120445601000000933 in Priorbank OJSC CBU 111, BIC PJCBBY2X Bank address: 220123, 

Minsk, Masherova ave., 4 

 

Evidence 5 

https://dev.by/news/kipod-by 

Article from the dev.by of 27 December 2019 on the Republican System for Monitoring Public Safety 

and Kipod, developed by the 24x7 Panoptes LLC, a subsidiary of Synesis. The Republican System for 

Monitoring Public Safety consists of consists of a video surveillance system, detectors, communication 

channels of single data transmission network, a software platform, a hardware complex of the RDC 

and other elements. The coordinating body operates within the Ministry of Internal Affairs of Belarus. 

 

https://dev.by/news/kipod-by
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Machine translation: 

Big Brother canceled? How 360 thousand cameras across the country from Synesis turned into 13 

thousand and what does it mean 

In recent years, there has been a lot of talk about the Republican Public Safety Monitoring System 

(RSMOB). According to the plan, it should redirect the data flow from local surveillance networks to a 

single centralized one. Since in 2018, 24x7 Panoptes LLC (a subsidiary of Synesis) with its cloud 

platform Kipod won the competition to select a technical operator, we know about the company's 

big plans. As Alexander Shatrov told recently in  an interview with dev.by and  the Bolshoi magazine , 

in the next five years, 360 thousand cameras will be connected to the platform throughout the 

country. dev.by learned that plans to implement RSMOB are not going as expected. We tried to 

figure out why, as well as good or bad. 

What is Kipod 

Synesis flagship product. A cloud platform for a smart city based on AI and Big Data technologies. 

According to the creators of the platform, Kipod technology is 1 million + cameras, 1 million + users, 

1 million + gigabytes, 1 million + events per minute, 20+ AI modules. “ It's like Google, only for video 

surveillance, ” a project manager at Synesis explained a year ago. He said that Kipod is used in four 

capitals - Minsk, Moscow, Baku and Astana. Thus, 6000+ cameras are connected in the Moscow 

metro. This fall, Synesis announced the opening of a sales office in Silicon Valley  , specifically to 

promote the system in the United States. 

In Belarus, Kipod has become the basis for the implementation of RSMOB. Thanks to the platform, 

the Synesis daughter was able to claim the role of a technical operator of the monitoring system. The 

selection took place in July 2018. The first competition was declared invalid , as only one participant 

entered. To approve 24x7 Panoptes LLC as a technical operator, it was probably necessary to hold a 

second tender. 

How RSMOB was created 

A lot of legal acts are devoted to the republican system of monitoring public safety. 
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The first, Presidential Decree No. 527  , was adopted back in 2013. It was timed to coincide with the 

2014 Ice Hockey World Championship and provided for the creation of a video surveillance system in 

the country. The appendix contained a list of objects that need to be connected first, before the 

beginning of 2014 - transport hubs, sports complexes, administrative buildings, and some hotels. 

This list migrated to the 2017 presidential decree No. 187 "On the republican system for monitoring 

public safety . " It is already talking about the RSMOB itself, which consists of a video surveillance 

system, special detectors, communication channels of a single republican data transmission network, 

a software platform, a hardware complex of the RDC and other elements. The document also talks 

about the choice of the technical operator RSMOB, the coordinating body was appointed by the 

Ministry of Internal Affairs. 

The decree establishes the mandatory nature of connecting objects to the RSMOB. The owners of the 

most important objects that were selected for the 2014 World Cup had to apply for technical 

specifications within a month after the conclusion of the contract with the selected operator. Other 

objects - large shops, catering establishments, hotels, casinos, gas stations - were given a little more 

time to obtain technical conditions, but also a little. In Minsk, the list of objects approved by the 

resolution of the Council of Ministers back in 2014 was taken as a basis , in the regions the regional 

executive committees had to draw them up again. The executive authorities are supposed to update 

the lists twice a year. 

Other important documents in this story: 

Resolution of the Council of Ministers 1164 of December 30, 2013 . It approves the criteria by which 

an object can be classified as obliged to connect video surveillance. One of the criteria is whether 100 

or more people can be at the same time. 

Resolution of the Council of Ministers No. 1135 dated December 11, 2012, approves the  Regulation 

on the use of security systems and television video surveillance systems . It establishes technical 

requirements for security systems and video surveillance systems. 

Decree of the Council of Ministers No. 841 of November 10, 2017, approves the  Regulation on the 

republican system of monitoring public safety and the procedure for connecting to it.  Describes the 

legal basis for the functioning of the RSMOB and the procedure for connecting to it. 

Resolution of the Council of Ministers of April 25, 2018 on the procedure for selecting a technical 

operator for RSMOB on a competitive basis . It lists technical requirements in detail, for example, the 

ability to connect at least 500 thousand cameras and detectors; simultaneously support at least 1 

million user sessions; detect and recognize faces in a live video stream, etc. 

But the most interesting document is the Resolution of the Council of Ministers of May 15, 2019 No. 

301 , which sets tariffs for the services of a technical operator. In short: 

issuance of technical specifications - 20 rubles one-time; 

connecting one camera to RSMOB - 10 rubles one time; 

processing and storage of information from one camera - 103, 95 rubles per month . 

Something went wrong. Synesis employees' opinion 

If everything went according to plan, then by the end of 2019 there would be thousands of video 

cameras in RSMOB, each of which would bring the technical operator $ 50 monthly subscription fee. 

The state also announced big plans. 
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“For private business and citizens, this will certainly not be an obligation, but an opportunity,” said 

Igor Shunevich, then Minister of Internal Affairs, in the spring of 2017. - There are a number of 

facilities that must be equipped with a video surveillance system due to the existing regulatory 

framework. The plans include about two to four thousand objects, which in the near future (I think, 

within a year, or maybe two) should be equipped with video surveillance. 

The numbers were different. For example, in the Grodno region alone, law enforcement officers 

planned to equip about 4 thousand objects with cameras . 

But something went wrong. This is reflected in the rhetoric of the Kipod developers. If earlier 

representatives of the company talked about 360 thousand cameras in 2023, now - about 13 

thousand cameras in 2021. 

As former employees of Synesis told dev.by, at the end of 2019, less than 100 cameras were 

connected to Kipod in Belarus.  

- At the peak of the European Games, about 2,000 cameras were connected. But these were mostly 

temporary connections, and after the Games they were disconnected. For the RSMOB project, 

servers and network equipment were purchased at the rate of 10 thousand channels, the rest was 

supposed to be purchased later. At first, the equipment was located in the beCloud data center. But, 

since the capacities were not filled, and the services of the data center are not cheap, more than 50% 

was taken out and put into “cold storage” at the warehouse.  

According to dev.by's interlocutors, sales of Kipod in foreign markets are not very successful either. 

- There was a pilot project in Kazakhstan, demo installations for China and Vietnam. But the cameras 

there are connected to assess the functionality, they, by and large, do not bring money. They can pay 

for a demo project, but it's only thousands of dollars. Yes, Kipod works in the Moscow metro. But 

there it is a backend system that users do not directly work with. Another product is installed in the 

metro, and Kipod is a layer that sends video analytics events to another system. Roughly speaking, 

the system is secondary. Money is earned on this, but small. 

dev.by, photo is used for illustrative purposes 

What they say in the Ministry of Internal Affairs 

dev.by talked with the deputy head of the law enforcement department of the Ministry of Internal 

Affairs, Alexander Zhilinsky. He confirmed that currently less than 100 cameras are connected to the 

RSMOB. During the European Games, there were more cameras - all the objects of the Games were 

connected in test mode free of charge, and testing was successful, but then the cameras were again 

transferred to the local operating mode.   

“A lot has been done, but at the same time not enough,” Zhilinsky described the course of 

implementation of the RSMOB. - We just can't get to the finish line.  

There are lists of objects subject to mandatory connection to the RSMOB, there are thousands of 

them. However, object owners are in no hurry to connect to a single system. 

- The process goes on with a creak. Three objects are connected: Minsk railway station, bus station 

and metro. 

According to the representative of the Ministry of Internal Affairs, the department has prepared the 

regulations for the operation of the RSMOB, which spells out the technical aspects of the interaction 

of the technical operator with the system participants (the procedure for connecting, the forms of 
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documents, etc.) and guidelines that will help the owners of the facilities understand the connection 

procedure. The regulation is undergoing a legal examination at the Ministry of Justice, and it is 

expected to be signed from day to day. The document will provide the legal basis for the interaction 

of the technical operator with users, subscribers, RDCs and ERSPD, but it was not because of its 

absence that the system stalled throughout 2019. 

The Ministry of Internal Affairs speaks carefully about the real reasons: they say, they are partly 

related to the financial situation and the lack of awareness of business. 

- If the object is included in the list, then the owner must equip it in accordance with the technical 

requirements prescribed in the  Resolution of the Council of Ministers 1135 . It is troublesome and 

costly. 

In addition, then you have to pay a monthly fee - $ 50 per month for one camera. By the way, how 

many cameras should there be in an object the size of a TsUM? 

This will be spelled out in the regulations by category. The republican monitoring system does not 

need all cameras: order and safety in public places are important to us, and we are not interested in 

what happens in the back rooms. Now some property owners think this way: since I have 150 

cameras installed, it means that I have to “give” all of them to RSMOB. They multiply this amount by 

103.95 rubles per month and receive a very large amount. If we explain that only 15-20 out of 150 

cameras will be connected to RSMOB, this will facilitate the process both financially and morally. 

But this does not mean that as soon as the regulations come into force, the development of the 

system will go like clockwork? 

Of course not. There will be frictions - we foresee this. Nobody wants to be happy. 

There is no talk of connecting social infrastructure facilities - kindergartens, schools, clinics, etc. They 

are planned to be connected last. 

- We see that, first of all, there should be equipped facilities subject to a large crowd of people - 

transport infrastructure, trade, etc. Social sphere facilities have always been subsidized - why include 

them so that they are spent? This takes time. 

The Ministry of Internal Affairs could not tell how the Council of Ministers approved such high tariffs, 

but they noticed that, according to the legislation, they could be revised. 

- They talked about this: if the number of objects is very large, then the price can be reduced. In the 

meantime, the amount is. 

The number of objects and cameras is an interesting question. It would be logical to assume that 

there is a certain plan for connecting cameras to RSMOB, otherwise where do the numbers come 

from and how to calculate the business model? However, as they say in the Ministry of Internal 

Affairs, there is no such plan - neither for 2019 nor for 2020. 

- We thought about it, but decided to postpone, - says Alexander Zhilinsky. - At first there was a 

litigation over tariffs, now according to the regulations - when all the documents are ready, we will 

once again explain to people the importance of this system. Every owner of an object should 

understand that by connecting to RSMOB, he contributes to the security piggy bank.  

Where then do the numbers come from - 13 thousand, 360 thousand? 
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Perhaps, from the lists of objects approved by the regional executive committees and the Minsk city 

executive committee. Perhaps they were flattened. 

How does a technical operator feel about things going so slowly? He still invested funds, took part in 

the tender, but there was no return. 

Well, some profit is already coming in. We work in a constructive dialogue, we understand that the 

business has invested money. 

But nevertheless, it is necessary to take into account the socio-economic situation in the country: we 

cannot go over our heads - sorry for such a comparison. We talk with each company individually, take 

into account the situation of each - there is no other way. 

For a technical operator, this is primarily a business. This means that when negotiations were held 

with the state, both the number of cameras and the tariff had to be calculated. And now there are no 

numbers. 

But the technical operator calculated them. The Ministry of Internal Affairs initiated a competition to 

select a technical operator. Whoever wanted came. There were certain criteria: whoever met them, 

he continued the baton. Participants took commercial risks, calculating all the pros and cons. 

For non-connection measures of coercion have not yet been applied to the owners of objects? 

Well, why? We will approve the documents, explain the methodological recommendations - let them 

read it, get familiar with it, and then we will go step by step. 

Lists of objects should be updated twice a year, but dev.by only managed to find lists of 2014 in the 

public domain. For example, the basic Minsk list approved by the Council of Ministers. Or  this list of 

objects in the Grodno region . Another  list is from the Brest Regional Executive Committee . Unlike 

the Minsk and Grodno lists with specific addresses, this one gives a wide scope for imagination: it 

includes such objects as “healthcare organizations: hospitals, dispensaries, maternity hospitals, 

clinics”, “stationary catering facilities: restaurants, cafes, bars, snack bars (with the right to sell 

alcoholic beverages) ". 

Famous businessman: “The Chinese future awaits us. Pure Orwell " 

dev.by decided to check whether the business knows that it should connect to the RSMOB, and 

called restaurateur Vadim Prokopyev. It turned out that he had dealt with the installation of video 

cameras, albeit without regard to the republican monitoring system. 

- We agree with the police department on the work schedule, and they always require video 

surveillance - this is the general practice. But we never regretted it. 

On the contrary, there were several situations when I regretted that the cameras were outdated, the 

image was blurry, and you couldn't zoom. We then had to consider hands, and not just moving 

silhouettes.  

The data from the cameras of restaurants are stored on local servers, no one requires them. The 

businessman learned about the RSMOB system, Kipod, executive committee lists and the 50-dollar 

monthly fee from dev.by. The truth was not surprised.  

- You perfectly understand that the Chinese future awaits us. Pure Orwell. And society will swallow it 

once again. London is also stuffed with cameras: there are too many threats. But their legal culture is 

not like ours: courts are independent, civil society is on the alert. I feel the traces of some kind of 
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meeting at the top, at which they decided: why are we fellow citizens so rarely see? Or are we not 

Aichi Country, are we? And, of course, according to the Belarusian redneck habit, they expect that 

businessmen will be obliged to install these cameras themselves, they will pay a monthly fee, and 

they will use Big Data. This is disgusting in general. Here you do not need my comment - here you 

have to ring the bell, raise public discussion.  

Synesis: "We consider communication with dev.by inappropriate" 

dev.by tried to find out about the state of affairs from the technical operator himself. To do this, they 

sent questions to 24x7 Panoptes LLC and the Synesis press service. We were interested in assessing 

the situation with the implementation of the project, current figures (how many cameras are 

planned), the procedure for calculating the monthly fee, the amount of investments and plans for 

their return, as well as the implementation of the Kipod platform in other markets. This answer came 

from Synesis: 

“Unfortunately, the information published recently by the dev.by resource is often presented in a 

distorted form, based on rumors and factoids, and does not pursue the goal of objective and 

unbiased coverage of events in the IT community. In addition, the dev.by resource is not registered in 

the registers of the Ministry of Information as a mass media, which, among other things, raises our 

justified doubts about the editorial board's observance of banal journalist ethics. In this regard, 

communication with the editorial staff of dev.by is currently considered inappropriate. Nevertheless, 

thank you for your interest in our company. Please consider this as our official comment. " 

dev.by regrets this decision. If a company changes its mind and provide information, we will publish 

it. 

dev.by is conducting a new study of the labor market in Belarusian IT - fill out the anonymous 

questionnaire and we will share the results soon. 

 

 

Evidence 6 

https://freedomhouse.org/country/belarus/freedom-net/2020 

The Freedom House’s “Freedom of the Net 2020” report regarding Belarus (chapter C5: Does state 

surveillance of internet activities infringe on users’ right to privacy? - paragraphs 242-263). Belarus is 

given 2 out of 6 points as country which employs systematic, sophisticated surveillance techniques to 

monitor its citizens and control critical expression online. Belarus has developed a domestic capacity 

to produce surveillance tools. The Belarusian company Synesis is a leading producer of intelligent video 

surveillance systems and analytics. Synesis’s video surveillance platform Kiprod links tens of thousands 

of CCTV cameras in Belarus and other CIS countries. In Belarus, there is no independent or judicial 

oversight and only nominal government oversight over electronic surveillance. The resulting lack of 

transparency makes it difficult to assess the state’s full surveillance capabilities and activities. Belarus’s 

legislation on data protection is not in line with international standards.  

 

 

https://freedomhouse.org/country/belarus/freedom-net/2020
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